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DETAILED ACTION 
Claim Rejections - 35 USC § J 12 

1 . The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

2. Claims 6, 13, 14, 1 7, 24, 30, 36, 42 are rejected under 35 U.S.C. 1 12, first paragraph, as 
failing to comply with the enablement requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to enable one skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and/or use the invention. The 
specification does not specify how the state machine representation is separated into color 
segments or how the color segments are reassembled to produce the state machine. Therefore, 
one of ordinary skill in the art would not have been able to make and use the present invention. 

3. , The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention! 

4. Claims 6, 13, 14, 1 7, 24, 30, 36, 42 are rejected under 35 U.S.C. 1 12, second paragraph, 
as being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

5. Claim 24, 30, 36, and 42 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
incomplete for omitting essential elements, such omission amounting to a gap between the 
elements. See MPEP § 2172.01 . The omitted elements are: the elements that provide the 
separation and resemblance of the state machine representation based on the color groupings. 
The specification details on pages 22-23, paragraph 45, how the separation and reassembling of 
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the color segments is vital to the operation of the present invention, because if done incorrectly, 
the original data contained be recovered. 

6. Claims 6, 13, 14, and 17 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
incomplete for omitting essential steps, such omission amounting to a gap between the steps. 
See MPEP § 2172.01. The omitted steps are: the steps that provide the separation and 
resemblance of the state machine representation based on the color groupings. The specification 
details on pages 22-23, paragraph 45, how the separation and reassembling of the color segments 
is vital to the operation of the present invention, because if done incorrectly, the original data 
contained be recovered. 

' Claim Rejections - 35 USC § 101 

7. 35 U.S.C, 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

8. Claims 1-4 are rejected under 35 U.S.C. 101 because the claimed invention is directed to 
non-statutory subject matter. The claims are drawn to a state machine representation, which is 
merely data or nonfunctional descriptive material because a state machine representation is a 
mere arrangement of data. One may only patent something that is a machine, manufacture, 
composition of matter or a process, See, e.g. Alappat, 33 F.3d at 1542, 31 USPQ2d at 1556; In re 
Warmerdam. 33F.3d 1354, 1358, 31 USPQ2d 1754, 1757 (Fed. Cir. 1994). A state machine 
representation is a representation of a machine, but not an actual machine. The subject matter 
courts have found to be outside of, or exceptions to, the four statutory categories of invention is 
limited to abstract ideas, laws of nature and natural phenomena. These three exclusions 
recognize that subject matter that is not a practical application or use of an idea is not patentable. 
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See, e.g., Rubber-Tip Pencil Co. v Howard. 87 U.S. (20 Wall.) 498, 507 (1874)("idea of itself is 
not patentable, but a new device by which it may be made practically useful is"); Mackav Radio 
& Telegraph Co. v. Radio Corp. of America, 306 U.S. 86, 94, 40 USPQ 199, 202 (1939)("Whilc 
a scientific truth, or the mathematical expression of it, is not patentable invention, a novel and 
useful structure created with the aid of knowledge of scientific truth may be"). While abstract 
ideas are not eligible for patenting, methods and products employing abstract ideas may well be 
(MPEP 2106.01). 

9. Claims 5, 7, 8 are rejected under 35 U.S.C. 101 because the claimed invention is directed 
to non-statutory subject matter. The claims are drawn to a method of securing an encryption 
state machine representation. For claims including such excluded subject matter to be eligible for 
patent protection, the claim must be for a practical application of the abstract idea, law of nature, 
or natural phenomenon. Diehr, 450 U.S. at 187, 209 USPQ at 8 (''application of a law of nature 
or mathematical formula to a known structure or process may well be deserving of patent 
protection."); Benson, 409 U.S. at 71, 175 USPQ at 676 (rejecting formula claim because it "has 
no substantial practical application"). A claimed invention is directed to a practical application of 
a 35 U.S.C. 101 judicial exception when it: 

(A) "transforms" an article or physical object to a different state or thing; or 

(B) otherwise produces a useful, concrete and tangible result, based on the factors 
discussed below. 

The claims do not have a practical application by physical transformation. For purposes 
of an eligibility analysis, a physical transformation "is not an invariable requirement, but merely 
one example of how a mathematical algorithm [or law of nature] may bring about a useful 
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application." AT &T, 172 F.3d at 1358-59, 50 USPQ2d at 1452. If USPTO personnel determine 
that the claim does not entail the transformation of an article, then USPTO personnel shall 
review the claim to determine it produces a useful, tangible, and concrete result (MPEP 2106). 
The result of the claims is merely a state machine representation, and therefore the claims cannot 
be considered to have a tangible result because a practical application of the state machine 
representation has not been claimed. 

10. Claims 9-12, 15 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claims are drawn to a process that lacks a practical 
application, because there is not a useful, concrete, and tangible result (MPEP 2106). The result 
of claims do not provide a useful, concrete, and tangible result with respect to 'encrypting a set 
of data values' as claimed. Claim 13 contains the required useful, concrete, and tangible resuh, 
because the result of the claim is a string of values that corresponds to encryption of the data 
values and provides a mechanism to decrypt the data values. 

1 1 . Claims 22-33 are rejected under 35 U.S.C. 101 because the claimed invention is directed 
to non-statutory subject matter. The claims are drawn to a general system whose components 
have been described in the specification as potentially being software only (Page 23, paragraph 
45). Computer programs claimed as computer listings per se, i.e., the descriptions or expressions 
of the programs are not physical "things." They are neither computer components nor statutory 
processes, as they are not "acts" being performed. Such claimed computer programs do not 
define any structural and functional interrelationships between the computer program and other 
claimed elements of a computer which permit the computer program's functionality to be 
realized. In contrast, a claimed computer-readable medium encoded with a computer program is 
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a computer element which defines structural and ftinctional interrelationships between the 
computer program and the rest of the computer which permit the computer program's 
functionality to be realized, and is thus statutory. See Lowry, 32 F.3d at 1583-84, 32 USPQ2d at 
1035. Accordingly, it is important to distinguish claims that define descriptive material per se 
from claims that define statutory inventions. 

12. Claims 22, 25-28 are rejected under 35 U.S.C, 101 because the claimed invention is 
directed to non-statutory subject matter. The claims are drawn to a process that lacks a practical 
application, because there is not a useful, concrete, and tangible resuh (MPEP 2106). The. result 
of claims do not provide a usefial, concrete, and tangible result with respect to 'encrypting a set 
of data values' as claimed. Claim 23 contains the required useful, concrete, and tangible result, 
because the result of the claim is a string of values that corresponds to encryption of the data 
values and provides a mechanism to decrypt the data values. 

13. Claims 34-45 are drawn to a program product stored on a recordable medium, which 
permit the computer program's fiinctionality to be realized, and is thus statutory. See Lowry, 32 
F.3d at 1583-84, 32 USPQ2d at 1035. The claimed recordable medium was not specifically 
defined in the specification and therefore has been interpreted in the conventional manner, which 
includes only computer readable storage mediums. 

14. Claims 34, 36-40 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claims are drawn to a process that lacks a practical 
application, because there is not a usefiil, concrete, and tangible result (MPEP 2106). The result 
of claims do not provide a useful, concrete, and tangible result with respect to 'encrypting a set 
of data values' as claimed. Claim 35 contains the required useful, concrete, and tangible result, 
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because the result of the claim is a string of values that corresponds to encryption of the data 
values and provides a mechanism to decrypt the data values. 

Claim Rejections - 35 USC § 102 

15. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

16. Claims 1-4 are rejected under 35 U.S.C. 102(b) as being anticipated by Katz, 
Contemporary Logic Design. Referring to claims 1, 4, Katz shows a state machine with nodes 
grouped such that nodes with different outputs are adjacent (Figure 8.7, page 387), which meets 
the limitation of a plurality of nodes grouped into color segments, wherein directly connected 
nodes of the plurality of nodes are grouped into different color segments. The figure shows 
transition vectors between the nodes (Figure 8.7, page 387), which meets the limitation of a set 
of transition vectors for interconnecting the plurality of nodes, wherein each of the set of 
transition vectors is assigned a unique value, each of the plurality of nodes has at least one of the 
set of transition vectors. The figure also shows termination vectors (Y = 0,1 from node B, and X 
= 0 from node D), which meets the limitation of a set of termination vectors, wherein each of the 
set of termination vectors interconnects one of the plurality nodes with a termination point. 

Referring to claim 2, Katz discloses that the nodes are uniquely identified alphabetically 
(Figure 8.7, page 387), which meets the limitation of each of the plurality of nodes is assigned a 
unique node identifier and an output value. 
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Referring to claim 3, Katz discloses that the nodes have a corresponding output value 
(Figure 8.7, page 387), which meets the limitation of the output values represent possible data 
values. 

Allowable Subject Matter 

17. Claims 16, 18-21 are allowed. 

The following is a statement of reasons for the indication of allowable subject matter: 
The prior art discloses systems and methods for encrypting data using state machines, but do not 
disclose or make obvious the claimed method and system of encrypting data using state 
machines that records the path through a state machine, where the nodes of the state machines 
are segmented such that no nodes belonging to the same group can be directly connected, that 
correctly yields that data. This recorded path is utilized by a decoder to traverse tluough the state 
machine using the identified transition vectors, and obtaining the data by identifying states in the 
state machine using values that are not correlated with a transition vector in the state machine. 

Conclusion 

18. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Benjamin E. Lanier whose telephone number is 571-272-3805. 
The examiner can normally be reached on M-Th 7:30am-5:00pm, F 7:30am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




